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Abstract The ubiquitous connectivity of “things” in the Internet of Things, and
fog computing systems, presents a stimulating setting for innovation and business
opportunity, but also an immense set of security threats and challenges. Security
engineering for such systems must take into consideration the peculiar conditions
under which these systems operate: low resource constraints, decentralized decision
making, large device churn, etc. Thus, techniques and methodologies of building
secure and robust IoT/fog systems have to support these conditions.

In this paper, we are presenting the CAAVI-RICS framework, a novel security
review methodology tightly coupled with distributed, IoT and fog computing sys-
tems. With CAAVI-RICS we are exploring credibility, authentication, authorization,
verification, and integrity through explaining the rationale, influence, concerns and
security solutions that accompany them. Our contribution is a through systematic
categorization and rationalization of security issues, covering the security landscape
of IoT/fog computing systems. Additionally, we contribute to the discussion on the
aspects of fog computing security and state-of-the-art solutions.
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1 Introduction
Before IoT, the concept of cloud computing has brought a revolution in how

we build our applications (Buyya et al, 2009). In spite of the fact that the cloud
offers numerous advantages, it does present with several concerns such as secu-
rity, privacy, availability of data and services, reliability and performance (Dillon
et al, 2010). IoT, and specifically fog/edge computing aim to solve some of these
challenges. Fog computing is a computational framework where data analytics and
decision-making processes are moved to the edge of the network. IoT systems re-
quire reactive decision making and fog computing is capable of providing it in real-
time and with fast transformations of data streams, to produce actionable insights.
A lot of the security issues that exist in the cloud, also exist in the fog: privilege
escalation, identity spoofing, denial of service attacks, etc. (Krutz and Vines, 2010).
However, in real-world deployments, it is more challenging to handle fog security
than cloud security, since fog devices are deployed in places that are normally out
of rigorously controlled environments typical for data centers. Furthermore, it is
necessary to carefully design fog computing systems to employ distributed security
mechanisms due to the nature of how those systems are designed to operate, share
data and manage processes (Stojmenovic and Wen, 2014).

Moreover, without the proper model for viewing the security of such systems, it is
hard to determine what needs to be protected, at which levels, and how. In this paper,
we will present the CAAVI-RICS model for analyzing security foundations in fog
computing systems. CAAVI stands for: Credibility, Authentication, Authorization,
Verification, and Integrity; while RICS stands for: Rationale, Influence, Concerns,
and Solutions. By explaining each of the CAAVI components through RICS, we aim
to introduce a new categorization methodology for IoT and fog systems’ security. In
this paper, the CAAVI/RICS methodology will be presented in details by presenting
only the Credibility principle.

In this paper, we provide an overview of the security landscape in fog computing
systems, through systematic categorization. Additionally, we contribute to the dis-
cussion on the aspects of fog computing security and state-of-the-art solutions. This
paper aims to contribute to the real-world acceptance of the fog computing paradigm
by explaining its technological and resource-management advantages as well as pe-
culiar security challenges and operational disadvantages. We offer a scaled-down
summarization of the security in a way that also readers without comprehensive
technological backgrounds can have a basic understanding of fog computing and its
underlying security demands.

The paper is structured as follows: Section 2 contains the related work; Section 3
references measures in securing a fog computing platform; Section 4 discusses the
Credibility of CAAVI model through RICS review methodology; finally, Section 5
provides conclusions.

2 Related Work
The related work section is focused on papers creating different overviews and

categorizations of security in IoT and fog computing systems.
Mahmoud et al (2015) discuss the countermeasures for securing IoT through au-

thentication, trust establishment, federated architectures, and security awareness. In
their taxonomy of security and threats in IoT, Babar et al (2010) discuss the so-
lutions in identification, communication, physical threats, embedded security and
storage management. An algorithmic overview of solutions is presented by Cirani
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et al (2013) where solutions are presented through the following chapters: security
protocols, lightweight cryptographic algorithms, key distribution and management,
secure data aggregation, and authorization. Kumar et al (2016) are dividing fog se-
curity to Network, Data, Access control, Privacy, and Attackers Interest in Private
Data, while Khan et al (2017) have identified 12 security categories to formulate a
systematic review, some of them being: Advanced Persistent Threats, Data Loss, In-
secure APIs, Insufficient Due Diligence, Abuse, and Nefarious Use. At this moment
this is the most complete systematic review of security challenges and proposed so-
lutions. Yi et al (2015) are reviewing security through six chapters: trust and authen-
tication, network security, secure data storage, secure and private data computation,
privacy, access control, and intrusion detection.

While papers mentioned in this section provide extensive overviews of security
of IoT and fog computing systems, they do not analyze the abstractions above the
categories of security or form an overview methodology that can correspond to not
just their categorization, but others as well. Also, these papers often discuss IoT
systems as a mixed blend of cloud and fog computing. This paper focuses on the
fog, thus separating our work from other papers mentioned in this section.

3 Securing a Fog Computing Platform
From the aspect of what is the protected security layer, the security of a fog com-

puting system can be divided into two major areas: physical security and intrusions.
Physical security is important as fog computing devices (sensors, actuators, etc)

are often deployed in areas outside of rigorous surveillance. While one of the main
goals of fog devices is to collect data from different sources, disseminating the data
through a secure communication channel is vital at this layer. Physical security at-
tacks could be grouped based on the attackers’ objective (what part of the device
to attack): device interfaces, device firmware, device network services, device local
storage, device operation, etc. Securing the device at this layer can include: on-
boot peripherals check, bootloader protection, secure firmware updates, dynamic
data encryption, secure communication, local data protection, etc. Nevertheless, it
is necessary to encrypt all sensitive data on a device, in case the device is accessed
by an unauthorized party, discarded or stolen. Lastly, the best practice is keeping the
device in a safe, controlled, environment.

System-wide intrusions can be grouped into outside and inside intrusions. Out-
side intrusions are the outcome of devices’ Internet connectivity and refer to typ-
ical security issues of any system connected to the Internet: asymmetric routing
attacks, buffer overflow attacks, protocol-specific attacks, traffic flooding, and ma-
licious software. Intrusions should be tracked continuously, system-wide. By uti-
lizing proper network monitoring techniques to do so, the percentage of prevented
networking attacks is going to increase (Muda et al, 2011). This can be achieved by
using different intrusion detection techniques, checking suspicious network packets,
or using machine learning to recognize intrusions. These attacks can also appear in
the form of a denial of service attack (DoS) and distributed DoS. If a wireless access
point is not properly secured, it can result in many forms of attack on the system:
Sybil attack, illegal bandwidth usage (flood attack), etc. Inside intrusions refer to
uncharacteristic behavior of the participants inside the system (rogue nodes, man-
in-the-middle attacks, etc.). They can cause internal disturbance of trustworthiness
and integrity, leading to possible incorrect decision making, false data input/output,
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privilege escalation, but also data and identity theft, etc. Inside intrusions also refer
to authentication and authorization issues, fog nodes and sensors spoofing.

Security issues and points of attack for fog computing system do not deviate
much from regular systems with centralized architectures. Although there are attack
types that are more meaningful to launch against distributed systems (i.e. DDoS), the
countermeasures that are taken are usually different in distributed than in centralized
architectures. While centralized architectures can take advantage of more processing
power concentrated at one point and protection of single node, distributed systems
have to take into consideration the high number of nodes, and efficient way for
handling and distributing actions when protecting themselves from an attack.

4 Foundations of a Secure Fog Computing Architecture - CAAVI
Credibility, privacy, trust, and authentication represent foundational elements of

system security. Achieving them, as well as security rules, requires an approach to
discover, attest, and verify all smart and connected “things.”

In CAAVI-RICS model, credibility (C) refers to whether a fog node is trustwor-
thy, i.e. not malicious, thus credible to operate in the system. Authentication (A)
refers to determining the identity of a system user or device, thus allowing him/her
or it to access or change data. Authorization (A) is tied to managing permissions to
perform system actions, i.e. having a certain role in the system. Verification (V) is
the process of establishing the truth, accuracy, or validity of a system action and its
results. Integrity (I) is the assurance that data was not changed during transmission.

In the next subsection, we are going to deeply explore the Credibility principle.
We are going to give an overview of how to model security with one of the princi-
ples while keeping in mind that the other four principles could be discussed in the
same manner. The credibility principle is going to be discussed through 4 subtopics,
RICS: Rationale – what is it and why is it important?; Influence – how does it af-
fect the overall system well-being if (if not) implemented correctly?; Concerns –
what problems does it bring?; and Solutions – a review of current state-of-the-art
solutions. Solutions will be discussed from two standpoints: first, we will discuss
solutions that bring new or improved algorithms, techniques, and schemes for secu-
rity enhancement; second, we will discuss solutions that propose new or improved
security management frameworks, architectures, and methodologies. Solutions will
then be discussed in terms of their advantages and disadvantages in regards to im-
plementation in decentralized fog computing systems.

4.1 Credibility
In the rest of this section, the Credibility principle of CAAVI model will be de-

liberated through the RICS aspects. The summary of the results of RICS applied to
credibility is displayed in Figure 1.

While reading the following section focusing on Credibility, note that some of
the sentences, phrases or words are in bold text. If one’s idea of reading the paper is
skimming through the chapter, then reading the bold text is highly recommended as
it will capture the essence of the section. Italic text is the authors’ comment based
on the presented evidence, and it will refer to the discussion about the individual
solution from the point of view of implementation in fog computing systems.
Rationale

Credibility is the process of establishing trustworthy relationships between
devices, which results in efficient and secure communication. Credibility in a fog
computing system must rest on these four pillars:
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Fig. 1 Credibility summarized

1. Each and every connected device must have a unique identity, and must be able
to authenticate itself to the entire network upon joining and upon system request.
The identity must remain uncompromised – or if compromised must immediately
be blacklisted by the network.

2. All devices must have foreseeable behavior, and there must not be a device
action that the system does not know and recognize (Guo et al, 2017).

3. A device should not be assumed to be credible upon results of only one action,
but rather continuity of actions with positive intentions.

4. On top of (3) reputation based trustworthiness audit is necessary (Ganeriwal
et al, 2008). Each device’s credibility should be measured, thus giving it a rep-
utation score in the system. If (3) is being fulfilled over a period of time, the
device receives rewards and its reputation increases – in the same manner, it can
decrease leading to device ban or blacklisting.

By giving an answer to the question of whether devices or services are credi-
ble, including their data, services, and physical device credibility we are essentially
establishing trust in a network of nodes. Trust is the level of assurance that an
object or a system will behave in a satisfactory manner. It can provide assistance in
the decision making, and allow autonomous connections to be established between
fog nodes and resource-constrained IoT devices. But, to establish trust, a system
is required to establish credibility first through a credibility-assessment manage-
ment framework that works in parallel with the system. Next, credibility is not
only tied to the credibility of devices but the credibility of information as well.
The information can be presumed credible if: its source can be established, the
source has credibility, it has not been tampered with in transit, and the original-
ity of the information can be established. The credibility of a certain node can be
quantified, and then computed. Thus, we introduce the term credibility calculation
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(Nitti et al, 2012). It refers to the process of establishing a devices credibility based
upon a certain set of considerations. After credibility has been calculated the device
is assigned a credibility index. Credibility information can be stored inside a
network. Although a centralized approach is easier to manage, it also introduces a
system dependency, a single point of failure, etc. In fog computing, a decentralized
approach is preferred, where credibility can be stored and calculated on all, or a
subset of nodes.
Influence

A well-established credibility framework influences a distributed system in a pos-
itive way as it enables straightforward cooperation between network devices,
and cooperation enables more efficient process handling. It allows autonomous
communication, without human intervention. Autonomous establishment of com-
munication between devices with no previous knowledge of each other is also de-
sirable in fog computing (it leads to efficient device onboarding).

If a fog computing system cannot account for the credibility of its devices nor
their actions, then the consequences of its operation can be severely negative. If a
strong credibility-assessment management framework is not in place, the system
cannot guarantee the well-being of the devices and users of that system. This can
lead to devices being exposed to attacks and sensitive data theft, and this can
be fatal in critical systems. On top of data theft, data tampering, physical device
tampering attacks are all made possible, not just outside the network, but also from
the inside. Furthermore, a low degree of system credibility does not only lead to
decrease in performance and quality of decision making, but it also has an impact
on the ability to attract users and customers. Credibility is not only important as
an inside part of the system’s security but also when considering user experience.
Users must trust the security, safety, and privacy of fog computing systems.
Concerns

Malicious nodes aim at breaking the basic functionality of IoT by means of
breaching trust in the system and negatively affecting its credibility through at-
tacks like self-promoting, bad-mouthing and good-mouthing (Sicari et al, 2015).
The credibility of an IoT device can be compromised on the hardware and the soft-
ware level. At the hardware level, by tampering with physical components, sensors,
etc. the device can be led into feeding false information without realizing it (if there
are no regular hardware checks). On the software level credibility can be shattered
by tampering with devices’ services’ operation e.g. malicious code injection, infor-
mation theft, identity stealing or tampering, etc. Another issue is the appearance
of rogue nodes with malicious intents. Rogue nodes can affect the credibility of
IoT systems on two levels: by malicious information spreading they can diminish
the credibility levels of other devices that act on the information provided by the
malicious nodes, thus having a direct impact on the credibility of the entire sys-
tem; or by malicious actions aimed at exposing sensitive data such as identities,
private keys, etc. Bao and Chen (2012) discuss how often IoT devices are exposed
to public areas, and how uncontrolled wireless communication can make the de-
vices vulnerable to malicious attacks resulting in sensitive data theft upon through
an unknown, insecure access point. Another term we should introduce and separate
from a rogue node is a misbehaving node. While rogue nodes are operated, or their
actions are triggered by an external attacker, misbehaving nodes can deviate from
typical behavior due to malfunction of parts, various errors in operation, etc. Lastly,
due to the ability of the attacker or just the aging process of devices at some point
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in time, there will be misbehaving or faulty nodes. This is another security concern,
at the credibility level to account for – there must always be in place a distributed,
preferably autonomous and self-triggered mechanism that performs regular device
health checks.
Solutions

Solutions that bring new or improved algorithms, techniques and schemes for
security enhancement

Credibility roots must be built starting from the hardware level. At this level, one
could provide device credibility by resorting to hardware performance counters
(HPCs) that are present in all commodity processors. HPCs are registers that can
memorize and audit certain events that happen during the lifespan of a program.
HPCs can be used to detect cache-based attacks in real-time (Chiappetta et al,
2016), firmware modifications (Wang et al, 2015),DDoS attacks (Jyothi et al, 2016),
kernel control-flow modifying rootkits (Wang and Karri, 2016), etc. The idea is to
use HPCs to detect significant deviations brought by malicious programs. Next, if a
sensor is tampered with to report incorrect values, then the problem can be addressed
at hardware level using Physical Unclonable Functions – PUFs (Rosenfeld et al,
2010).From a fog computing point of view, this is a good approach for handling
anti-hardware tampering and also recognize software tampering. Since all devices
implement HPCs, it is a good security strategy, to begin with at this level.

Yuan and Li (2018) proposed a new reliable and lightweight trust mechanism
tailored specifically for low constraint IoT edge devices, based on multi-source feed-
back information fusion. By employing the multi-source feedback mechanism for
global trust calculation, lightweight trust evaluating mechanisms, and a feedback
information fusion algorithm based on objective information entropy theory, their
approach significantly outperforms existing approaches in both computational effi-
ciency and reliability. This is a solution specifically tailored to meet the low require-
ments of fog computing devices.

Misbehavior detection can happen on many levels and there are many ways to en-
force such a mechanism in a fog computing system. Ahmed and Tepe (2016) such a
detection mechanism has been proposed. Once the correct events have been learned
using information from the most trusted sources, the information is used to identify
the behavior of the nodes in a logistic trust algorithm. It is observed that logistic
trust results in high accuracy of over 99% and a very low error of less than 2% even
when the majority of the nodes are malicious. Moore et al (2008) propose another
scheme for misbehavior detection called suicide attacks, which relies on an honest
majority. It is referred to as the STING algorithm. To summarize, if one node be-
lieves that another node may have been compromised and is misbehaving, it will
issue a message that will ban them both from the network. The idea behind this
principle is to make the sacrifice of future participation costly, in order to discourage
false allegations. Although utilizing the logistic trust algorithms does come with a
learning phase, thus increasing its deployment efforts, it proves to justify that with
high accuracy of misbehaving nodes detection – it is suitable for fog computing sys-
tems if introducing a pre-deployment phase is possible (it may not be for different
reasons such as operational costs or time constraints). The STING algorithm makes
a positive notion towards quickly expelling the misbehaving node, but with the cost
of also expelling the node that detected it. Although authors argue it may discourage
false allegations and misbehavior, some fog computing systems cannot handle such
constraints (consider a heart monitor and sugar-level sensors being expelled from
the network of patient-care devices).
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Solutions that propose new or improved security management frameworks, ar-
chitectures and middlewares, methods and methodologies

Alongside mechanisms for actually establishing the credibility of devices, a
framework for distributed credibility establishment is needed. Credibility manage-
ment frameworks should give a system the means for transporting trust from a
trusted party to a trustee (Jøsang et al, 2005). Distributed Trust management was
first mentioned by Blaze et al (1996). A distributed credibility/trust management
framework for fog computing system must have the means to inspect, grant and
revoke trust (Cho et al, 2011) in near-real time.

By introducing a middleware-based architecture for securing a fog computing
system, Razouk et al (2017) designed a scheme where IoT constrained devices
communicate through the proposed middleware agent. The agent then provides
access to more computing power and enhanced capability to perform secure com-
munications. To address the low resource constraints issue as well, when discussing
trust models and the benefits they bring to a distributed network, Sun et al (2008)
underline the fact that security levels can change depending on the risk involved,
thus leading to a more efficient and robust security model. If a node is highly trust-
worthy, less security may be put in place, and this ought to be done dynamically,
throughout system operation lifetime. Middleware-based frameworks are only as
trusted as the middleware included in the process of making decisions about credi-
bility. By dynamically allocating credibility in the network as well as security strict-
ness fog computing systems are more robust and scalable.

Credibility can be confirmed and audited via remote confirmation/attestation.
A remote confirmation service aims to verify the state of a possibly compromised
device and is usually carried out by an authorized, secured the third party. This pro-
cess is often referred to as attestation. Remote attestation techniques range from
heavyweight ones (e.g. hardware-based) to more lightweight software-based ones,
as well as hybrid ones that fuse the two (e.g. physical unclonable function – PUF).
Chiang and Zhang (2016) cover the research done for a project in a powerful en-
terprise with the aim to create a scheme to authorize external devices’ access to
the enterprise intranet for testing. Using a scheme with Trusted Cryptographic
Module-based Remote Anonymous Attestation (TCM-RAA) they provide proof
that the protocol is secure against existential forgery on adaptively chosen message
under the elliptic curve discrete logarithm problem (ECDLP). Other papers argue in
favor of remote attestation (Haldar et al, 2004; Sadeghi et al, 2011) across different
fields of research, computing environments, and system requirements. Depending
on how remote attestation is set up, it can be centralized (one node handles attes-
tation), semi-decentralized (a subset of all nodes handle attestation) or completely
decentralized (all nodes are handling attestation). Although in fog computing the
last option would be preferred, the second option might also be viable because, in
most of the cases, there are a number of devices or users that are unable to take part
in attestation (devices that have just joined the network and their credibility is not
yet established, “visiting” devices who are not part of the system but interact with
it, etc.).

Guo et al (2017) surveyed existing techniques for trust computation in the
service-oriented IoT. They classified trust computing methods into five dimensions:
trust composition, trust propagation, trust update, trust formation, and trust
aggregating. This paper is relevant to the topic addressed in our paper for three rea-
sons: 1) it summarizes the pros and cons of each dimension’s options, and highlights
the effectiveness of defense mechanisms against malicious attacks; 2) it summarizes
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the most, least, and little visited trust computation techniques in the literature and
provide insight on the effectiveness of trust computation techniques regarding their
application to IoT systems; 3) it identifies gaps in IoT trust computation research and
suggest future research directions. Thinking about the process of credibility/trust es-
tablishment, fog computing systems resort to the same resources and techniques that
are generally available while keeping in mind the potential of distributing them.

5 Conclusion
In this paper, we have discussed key security issues in IoT and fog computing

systems. Peculiar security challenges in IoT and fog have been presented, and the
specific context around them was explained. Further, we presented the most com-
mon security challenges by classifying them into two categories: physical security
and intrusions.

The main contribution of our efforts is the introduction of a novel security review
methodology that we call CAAVI-RICS. This novel review taxonomy aims to ex-
plain and discuss the foundational building blocks of an IoT/fog system’s security.
In this paper, we concentrated on the illustration of the proposed methodology on the
Credibility (CAAVI) principle. This is done by offering a scaled-down summariza-
tion of the security in a way that also readers without comprehensive technological
backgrounds can understand. On the other hand, we provide an extensive overview
of the security in fog computing systems, through systematic categorization result-
ing in discussion for more advanced and on-topic readers.

We argue that the CAAVI-RICS review methodology can also be applied to mod-
eling security of all cyber-physical systems. It captures the security aspects of the
underlying systems well through deliberating each of the CAAVI separately, and
then also forces a thorough understanding for each of those building blocks through
RICS. Hence, although our focus was distributed systems in this paper, readers
are also advised to apply the methodology to other real-world security problems.
CAAVI-RICS can be applied when there is deep architectural knowledge about the
system, its features and expected behavior.

As part of our future work, we are going to discuss other CAAVI principles in
the same manner.

References
Ahmed S, Tepe K (2016) Misbehaviour detection in vehicular networks using logistic trust. In:

2016 IEEE Wireless Communications and Networking Conference, IEEE, pp 1–6
Babar S, Mahalle P, Stango A, Prasad N, Prasad R (2010) Proposed security model and threat

taxonomy for the internet of things (iot). In: International Conference on Network Security and
Applications, Springer, pp 420–429

Bao F, Chen R (2012) Trust management for the internet of things and its application to service
composition. In: 2012 IEEE international symposium on a world of wireless, mobile and mul-
timedia networks (WoWMoM), IEEE, pp 1–6

Blaze M, Feigenbaum J, Lacy J (1996) Decentralized trust management. In: Proceedings 1996
IEEE Symposium on Security and Privacy, IEEE, pp 164–173

Buyya R, Yeo CS, Venugopal S, Broberg J, Brandic I (2009) Cloud computing and emerging it
platforms: Vision, hype, and reality for delivering computing as the 5th utility. Future Genera-
tion computer systems 25(6):599–616

Chiang M, Zhang T (2016) Fog and iot: An overview of research opportunities. IEEE Internet of
Things Journal 3(6):854–864

Chiappetta M, Savas E, Yilmaz C (2016) Real time detection of cache-based side-channel attacks
using hardware performance counters. Applied Soft Computing 49:1162–1174
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